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(54) ELECTRONIC DOCUMENT PROCESSING SYSTEM AND PREPARING METHOD FOR 
DIGITAL SIGNATURE 

(57)Abstract: 

PURPOSE: To provide the preparing method for digital 
signature and an authentication method for electronic 
document so as to change document contents on the 
way of circulation. 

CONSTITUTION: When a user adds or changes received 
document contents at a terminal equipment 10 receiving 
the electronic document to which the digital signature is 
added, signature data 107 containing version 
management information 108 required for restoring an 
electronic document 101 of a previous version from an 
electronic document 105 of a new version are processed 
in ciphering by a secret key 1 1 1 of the user so as to 
prepare the digital signature 113 of the user. Since the 
document provided with the version preceded by one 
version from the received document is restored by using 
version management information 208 contained in 
signature data 207 obtained by decoding the last digital 
signature by a public key 208, at the terminal equipment 
receiving the electronic document, the relation of 

correspondence between all the digital signatures and documents can be confirmed by the 
similar procedure. 
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5. _kta&5M v*?)vm%x 1 1 3 a~ 1 1 3 c taarr 

0 0 Kite. ±8B£-tV i??)Vm%> 1 13A~113Ci 
»*&bT»«#©«ffliJ^l 1 4A~1 14C*RSS 
ft*. M. H4-?tt. (B*ft©fc»tC Ii^7t-^ 

[0 0 361J5H Xtf-i'StOIfi^yfe-i? 

B#fc£5»*©jE3tt?6B©£#K:SfT£ft-5, r-f 

[0 0 3 7] d ITIt -rf :x*;i^* 113 A~ 1 1 
3C*^«ra«^yfe-^l 0 0£§ii LtztQ^mmi 

orKDmttzmizLxmwtz, a*»ei oDm 

§«Lfc/^t-^ettH5l/fcXtr-? 1 0 5\Z. 
JESSM» 12 13 *ffiUT, 0 1 ©SiS 1 0 6 
ffi^ll2 0 6 £JSU XfcOflEffrP 1 0 9 ' 

S«Lfc»I*yfe-5M 0 0^ettffibfcx>C 
zS?)Um%l 1 3A~1 1 3C«a gft©&©7i>£IH 
C^xy ****** tT*. 5feT. t^-^M*1 1 

COWBiJ^l 1 4Cl:S^»T. »HI8fBtft®^l 2 1 
6*»S»6#C©&M*2 1 lCSrflfcDfc'U £©»H 
&2 1 lCSffl^T, T-f^JH* 1 1 3C\Z&m®. 
12 1 2£J6U **x-*2 0 7£t#-2>„ 

[0 0 3 8] f l/T, ±fBffiieSftS2 0 6 ftfcX 
•JESS^ 10 9' t, m&f-S' 2 0 7 tC^SnT^-S 

xweit?^ o 9 tsiftSEffla 2 1 4 can*. c:ne>2 



-SL6H«^B. Xtfx-* 1 0 5 , X«tV>?*^ 

**i i 3 ci~^iE&&;^a^nx£ftT^3fc©<hffl 

[0 0 3 9] ±fetMI2 HlCtoT, 2-T>(05t» 
05 JEB^ 1 0 9 * t 2 0 9 £©— &an8B3ft;fcJ!§-&tt. 

n*x-* 207 c*sn**^*ian»2 0 8 \z&s 

<^T, Sff-^ 10 5*© *=S#C75^-*€rjiSD 

z<DD-7mmz<5&tiz>T-? 
zwm-rz ot»*7c«H!2 o 4) . jLtucj^x. * 

10 *#C©Hm©tC*€*B«**BUfcX»7 f -^ 1 0 1 

[0 0 4 0] ±taX#7 ; -* lOli, ifcCDaV 
m%l 1 3B$ifcftfi«^S«ifC, X*^-* 
1 0 1 ©E«gMS2 0 6 t, *J9)Vm%x 113BO 
15 *^«3 2 1 2£fT<^ «SM12 1 4, 3t»©^7t® 
31 2 0 46^-5 iiJD^-^^2 0 3 (CiiJDT 1 -* 
* &m*fA)J»*Bl/ftXtr- * 3 ft 
ftoT. £©X§^-*tc±j$bfcM31ljf£2 0 
6, 2 12, 2 1 46^0ji-rdi:(C«fc-3T. 5^ 
20 ;Mf£l 1 3 A©ESttSr«B-ra^t^-e#S. 
©£?£. **«ffi|K:J:fttf. «*©*«#*>&»£. 

25 ttOBBSfT'SCfctfnIBi&S. 

[0 0 4 1] I6lt 1 0 7)i«x-5±tf5Lfc 

[0042] i©igff $t©n- leof «wan 

^3 0 2) . f^X/l/-f (C3t»-r-^*^L- (Xf 
7^3 0 3) . H7-C»SfiT***»B«ia;U-9 l >* 
35 *ff-T* Uf7^3 0 4) o ±f3S*5iBMS;P-^ 

0 5) . 'J*-><ga* r l j ^FIEteft^T^fe 
40 \m&i)^ikXtS.^£t*7tt*v^-V* ; T4 7.-7V 
[0 0 4 3] t>U 'J^->«A« roj & 6 If. ±fB5C 

m7-?\ztfi<ntci£T<nm%w&%-v$>^rz£mwi 
fiAit^^A^^-a-fc^- 5:S^©jiJjox-*©A** 

Xf-y^3 0 7T, iiftl-r-^®«l 0 3C 

&vz&%Vimz&z> i #@©-y-^®^it. H 
so XT7y3 0 8t, xs^-^cmfigsa 
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f7^3 0 9) . &&T\z ; r-?mm j *7mm<D&m 

11). •«5 s -*tt, S= (h I P I 

t) tib^ns. r i j a, x-^coa 

[0 0 4 4] ±IB^«T r -^S(C*fLT, *«#<D|K« 
**JBH&«HM!J«£il&U Uf 7^3 1 2) . 
$)im&**.fotZ>. ^tt, Xf>^3 1 3T*. 
EfrStlfcX*?-* 1 0 5 t. ^iaS«L&*vfe- 
^C-g-^tlTVJfe ffitf>fiJ/fJ#CDy^ *J9)\>m%x 1 1 3 
A~ 1 1 3 (n - 1 ) t, fffcfrifieLfcS^ 1 1 3 n 

So 

[0045] m. x»cD@jEji/-h»4. -xm 

[0 0 4 6] 0 7 tt. S««Slg©aJP-5 L > 3 0 4©ff 

snti^f-ry^JH^oSc r n -u ft«A-T* 
(Xfy/3 2 1) . Mz. k = 0j5»5*>**|jeL 
(Xf-^3 2 2) . k = 0£&T3TVn«. ^17? 

-r^g^&^tWBru xf7^3 2 3^j£A/e, 
v*)\,m%x \z, *o»*#©4iiBttft « «r»&«*fta* 

SSL, ^£x-?S= (h I P I T) (7. 
f7 7'3 2 4) . ^KBBWaaeMUTffilB^ 
h' *4fi£"T5 Uf7^3 2 5) . ^CtC. ±IBS^ft 

h' «h^Jtfe<f-5 (Xf-v^3 2 6) . 
[0 0 4 7] fcU h*=h' &Sfc£, TTEtS&'g/vtfiff 
tzt>tlT^2>L$mh, Xry^3 2 9 C:jtlA,T\ U * 
->n-H(' r i j &M;j£U H6®^n^5AK:>J^ 

IBtffc#a>nfc7 f --*SHd»lxfc« (Xr^3 2 
7) . ^»k0DM*»e 1 Uf7^3 2 8) , W 

^Xt^3 2 2CIS. 
[0 0 4 8] ZL©JU--?>-ett, Xf7^3 2 7 

^3>f:i5ii><*«, 'Avmz^zmm-t^gmmcD 



[0 0 4 9] J:*itf. &*«#ttniJE*nr 

[0 0 5 0] 0 8(1 *^l;J;4f-fv'i';i'S««34 

4 0 2), M«TStlfcX»x-^ 4 0 3 KStLT-r-f 5? 

15 SE Or-S'iBftK ^-*©Bifc»*W4fiiJ|*) ©flu? 
tt. 01 OTtSBjf M-y'3>fIf-y*;i' (X** 

K/3S«f*a7— 4i2tciesk$n, KKanfc 
[oo5i], t^^h«ii ^<D^vizvmt>n 

20 So H$r£*lfc:S:#x-? 4 0 3 \ZEEffiWM4 0 4 £56 

u x#mai^ 4 o 7 ££i&-r&. a*-^s >m 

It- 7)1/4 1 2 (CJIffi®a4 1 A— 5? 3 > 

fif-^M 1 2B©ffi?4 0 6 ££jti&TS 0 W£ 
r-^4 0 5(i, dtie>©ffiSI?4 0 6, 4 0 7 t. m 
25 £#B©K**©«A«*4 0 8 ±ie^« 
f-^4 0 5l:MlT, f*#Bffliff4 0 9B$I 

v»fcBt^ias4 i o£*&u x^^^;pa«4 l 1B$ 

[0 0 5 2] MiT^tlfe^'r— ^4 0 3t. A*— v*a 
30 ^flf-^H 12Bi. ^^;««4 1 1 B 
tt, J E-naHOf^yi'JH«4 1 lAitfefC, 09 

(*fcf4*B#) (cMm^ns. sent* 

35 jeSr£ttT<A*«3\ mcrj¥«#Mt«t-DTfTfc(C^ 
$nfcA'-ya >flf-^H 1 2MI1 KlC^ffif 
5A , -y3>fif-7';H 1 2NfC^<^T. Sft7 

[0 0 5 3] A-ya >Wa^-y;P4 12(1 010 
40 C^T<fc^C, 'r-^aH*«Jfian«:««ffK:*fi!cSn 
•SjfSOkn- K 5 0 5, 5 0 6. 

45 fc*&©7w-JH* 5 0 2 t, XS^H5Q.S4 0 2T±3B 
©50 3<h, X#^Mffla4 0 2T±S«^e.B'J^$ 

50 [0 0 5 4] 7^-;UF5 0 1 (CgS^$tl-53- HOfit 
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r 1 j : ^-^©ilfll, T2j : f-^oisi^.. 
r 3 j : x-*©H'JI$. 

[0 0 5 5] 01 0 (C^LfctfJtC&^T, {KJ;U4\ 
-K5 0 5tt, S®Ufc3t»4"©7HUX T2 7 9 1 2 
0J A^SP»ffl^(C#ffibT^fciax-^ T U j i 8- 
-8 y 1 J £S£ T3 2 0 0 j * *r 5 9 $ nmtzts.y'- 

MSr$nfc^C»4 0 3t;:?¥ffibTU£„ U3-F5 0 6 
14. §{f 3C«+©7 F V7, T8 9 1 2 3 6J !^<=>#3£3 
gP^-M^tcS^ T4 5 8J *c*v 9*7 i>m A£ 

tlfcdi:4.€*b, l/3-t-'5 0 7lt Til 

4 0 3 1J ^e>&££gB#«^K&ofcx-* Tkht 

-4 5 o j j mm^nrz^t^M^bx^^. 

[0 0 5 6] Illll ±^Lfz^-zy3>Wm^— 7 

)i>4 1 2&&5$;W7 : -5'&§:mvtzj%mmmi ocx- 
-r, &m*v-t—. x^^amLfexsx-^4 o 3 cm 

0 4$ltrtl:,tor, ;£#©JEig^ 4 0 

7' ^^fig-rs. ^cir, gmtyt-vfr^mmLtzT 

-fy^H«4 11BICMLT, ^£#B©&IH§8i6 0 
9 B£$$£:LT«^t$aa6 1 OSJSU S«f-^6 0 

5 ££/&-r-5o ±fSffi^Ma 6 0 4 -rf#fcX#CDJE^ 
4 0 7' tf€r-^ 6 0 5 \Z-3%.tL2>Xm<DEZl&? 6 

0 7<h£ifci&L (^*5aa6 12) . 

mmf-if 403 sfctix-r "y?)vm& 4 1 

1 b c^E&&^A^jra*. e.nxv>s t>© tnm-r 

[0 0 5 7] ±fE2 0©:£#EE&fg^©— StA^tBSnfe 

§<t^ -y-fe- 5?a> s mm v tzm&% b ©a- ->* 

3 ^a^-^l/4 1 2 B (-ffiSIMa 6 1 4£J£U x 

-y;KE^4 0 6' ^^-rs. #<=>n;tx- 

if4 0 6i, 6 0 5 \Z-S$.nT^Z>7— 7 

;i/jE^?6 o 6 tzvcMtv (m&n&me 15) . cne 

-gcL&^<>:£t4. A'-y 3 >flf- 7A4 1 2BS 

fcfi^-c ~J*)im& 4 i i Bi^:E&&^#*ax£tt 

[0 0 5 8] ±iE2-D<D7—7)l!£m^<D-Wltm^ 
ntzmtlfc. A-ya>flf-7';i'4 12BC§U3 
- KO^CS^^t, 3S:»T r -^ 4 0 3 ^«7C^a6 

o 2 ^^#A^*^bfcA*->?3 ycn-xm^r- 

* 4 0 1 

[0 0 5 9] ±12^^16 0 2tlt A-V3 >^a 
7— ^6 1 3W3-I/3- FCTK^ttfca — F 5 0 1 \Z 

ttot, aiin^nfc^»^-^©^»x-^4 o 3^e> 
mm (n-F# rij r 2 j ©*§£) £, H'JI* 

£*l/tx— 5 0 4 ©XSt 1 -^ 4 0 3 ^vCD}f A (3 — 

Frt* r 2 j r 3 j ©«-&) t*tfffet>tis. 

[0 0 6 0] COJ;3(CbT^7c$n^:^:Sx-^4 0 



i £. vt-iSfribmMznrzm&^AnTj s j 
05 [0061] a±©ai<, *-mmm\z&ntt. mife<?>m 

10 **B-T«Ci3*«T**. 

[0 0 6 2] 012H 0 8i:SUfef^^;n«o 
C©*K0!lTtt. **©ig?if 
#14. £«©fl£*H?iflA««£*SfcS**y t -i'* 

15 If Wr-/'A'4 0£Etf 4 0 6 i. 

©<@Ati?384 0 8 tTfSf-^4 0 5 ' £#I/£U X 
• ©ffilB^****^**^-^ 4 0 5 * fc*f LT1« 
fB©MSIl4 0 9 B^m^ftmmHM4 l 0 SrSSt-Cl 
tlcidT, frWl«4 1 IB' ££firr<2>J;5 

20 \ZVfzh<DX'$>Z>. 

[0 0 6 3] C©5r*3^Jl*B©fMD&ifett, «A 

25 [0 0 6 4] HI 3»4. HI 2K*bfc*jfC^*n 

i o cTfft>n-5 2#a£(.i^cox^-> ! ^;i/W«roiEatt 

(H 1 1 fC*5lt-S>ffia 6 0 4 £ 6 1 2 ) *i#BSSnTVi 
30 «jA«I»V»T. HI l?RWLfcftfftra«©»fP**ff 
bntW*. ««0©»«#fcHLTJ4. HI lfC^L*: 

35 [0065] #*aswfc.fcn«, ^s©ffi«^tc^^ 

[0 0 6 6] HI 414, /t-y 3 >flf-7*JM12 

©»0*j 9 o o iii:si/fcn-^3 ygw?- 

40 -yjU9 0 0«, tt&©S^^(t*ffl5tl^)fc©T', # 
Ix3-F9 0 7~9 1 Hi, g«#©fflAi6SiJ?-*fBtg 
t47^-;H«90 1t. Bg®r«aa©8gt£^-f 3- F 

45 7.SEtftT5fe©©7w-;UF9 0 3i, X*SEMffla 
4 0 2"T±B«WlC*ffc»C*|» A&*lfcx-*©1M X* 
IBtftf *^J6©9 0 4i, tf»14 0 2T-±mm 

mfrznmznrzy'-i? &%E&-t2>tzit><z>y j --)i< f 9 

0 5i, x^^;U»€£i21tT5;fc©©7^-;PF9 
50 0 6 LtmtiZi. 
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[0 0 6 7] ««IO*«#-?»a3t*7*-^<Ofi3B# 

tC^oTA'-^a >*irJHff« (9 0 2~9 0 5) 

#«. flfc«©m— J*©7-f-;PF9 0 6 v^JU 

H9 1 0t^TJ;'5tr, W£#©l@At&SiJ1f$ft<i:> 3- 
[0 0 6 9] ±B/t-5>a >flf- 

[0 0 7 0] B15it Ill-CSi^LfcX'r-viS'^^ 

£(fctrfe©*»«sw-r. cwctt*«» ©jesses 

1 0 0 6T?ffl«#*iT3X»«*£2 0fc#*t, X» 
1 0 5CD@^x-^«^l 0 2tC^;£n£5 ; -*©EE*iS 

f loioi, muT-pm® i o 3 

©JEtS? 1 0 0 9 ttrSiJUtCifiKTS. ens ©est? 
ioo9. loiot, i@ai# ffi lout, 

1 0 8 ttf«f-^ 1 0 0 7 £$J&U ZtKDm 

ffg^Mai 1 2&JEU f-f^JH^l 013C$ff 

[0 0 7 1] gl6ll ±mLtZ : T'(i??JUm2, 1 0 1 
3CS#3:X»f*-*«SeUfc**«!tl ODTfft) 

>yt-^eitni/ftxsT-^ i o 5\zj£mmm2 o 

JEEMT7 10 10' i. jiJD^-^M^ 1 0 3 C^StiS 
r-^fflEffif 1 00 9' t**«-r«. ±ES 
S?jJ*SfflfflSn&x*^;l'*&l 013C 
fc, ¥£^C©£;Pjii2 1 1 C*ffl^T«^fflI2 1 2 
*i6g'rcttC«fcoT^«x-^2 0 0 7 
[0 0 7 2] x-f *J9)\,m%x 1 0 1 3C©jEH£«. @ 
1 0 2 CW-rSx-^ffi&S^ 10 10" i 

f^r-^ 2 0 0 7 c-g-tms^-^ffiHS^ 2 OlOt 
©-». *«ktf. i6JlQ'r-3'*«l 0 3(CH-r^)^-^ 
JEifil^ 1 0 0 9' 2 0 0 7 iCtSnSr- 

^ee^2 009 t©— &*^n^n&£$&32 0 1 4 

T^x y >7 "f 3 £ t (C «t TtT 5 „ 

[0 0 7 3] **«S0iJI-<fcntf. r-fy^mcss 

^«^C 1 0 2 titttlx-^fi*S 1 0 3 omtUZ&ZfrZ 



[0 0 7 4] ftfc, ±j£bfc£T©7V:*$'>S*©£ 

mm. sfctt-t-nsfc^rttUfct)©) fctt&rami"!* 

05 [0 0 7 5] 

[fS«H©3»*] JEt±©KW*»6W6*»&J:5K:. #5891 

SflEODSrtr^-^^Sia^C l Of5»C/t-i;a >© 

io *© igpi'^iE-e^v^-^©jiJn. ^Mfc-h*©^** 
[0B©flWftiain] 

15 [0 1] *5?Kl:±5r-c i?^;i/f *Mf «©« 1 o 

[B2] *5s^*igffl-r-5«is©sffi*^e.^*«?^- 

;U v 7s =r A ©±:#:^ £ ^"T 
[0 3] **S«0«l«ft*SR-r^Py^H. 
20 [04] *l**«Cfctt*a«*v-te-S>©«J*fc>i* 
-f0. 

[0 5] m©*M5«fc*tt*5^s?*;i'**©*«B*. 

[06] 5*4 i?9Am£<Dl&m££.f&%fT51ttb<Dyn 
25 i^7A7D-ft-K 

[0 7] H6fc*Jtt*»**Bffla;P-^>3 0 4©» 

[0 8] #«9ilCJ;*5^$>*;i>»*£jS^»©»2© 

30 [0 9] S2 *1MI:*W5M^ yt-^i^SS 
T0. 

[01 o] n-/a >«a?-^;p©*jss*ria. 
[011] &2<D%mi\z%>nz> ; T4-j?)vm%iv>mm 

35 [01 2] *»?^J:*5 f -fS>£';m«flsj*#JH©lB3 
©*Kfl*IM!T4&«>©H. 
[013] m3<DmmmtZ^3lf?>y ; ^y^J^m^<Dmm 

[01 4] A'-ya V'SfS^- ^©^^JS^-TE. 
40 [01 5] #5S9I©7V 5?^JP**4riE^«©»4©* 

[01 6] ft4<Dmmmiz$>tfz,7 : '( >>?)i<m&<nwm 
[017] ^(o-r^^jum^<Dgim^m i &tstmT^ 

45 fe*©0. 

[«F*t©iftipn 

10 1 -7n©^:#x— ^ . l 0 5 -tr A*— y a >©£« 
X-^, 10 7-f«r-^, 10 8-A'-x 3 >fl 

im m-^^m. 21 

so i -'Afflm. 207 -r^f >^;m§£. 
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